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SCHOOLS DIVISION 0F EL SALVADOR CITY

Office of the Schools Division Superintendent

DIVISION MEMORANDUM
NO.  _          404             ,  s.  2021

04 June 2021

IMPLEMENTATION GUIDELINES BY NATIONAL PRIVACY COMMISSION
ON PUBLIC HEALTH EMERGENCY BULLETIN NO.  16 AND 17

To:     Asst. Schools Division superintendent
Chief, Schools Governance and Operations Division
Chief, Curriculum Implementation Division
All Public and Private Elementary School Heads
All Public and Private Secondary School Heads
AIL Others Concerned
This Division

1.   Pursuant to Memorandum OU-LAPP No.  Q-231, s.2021  Re.. IVcitjorLaz
Privacg Corrrmission Pu:bl:ie Health Bulletin Nos.16 cnd, 17, this OffL;+c;e
hereby informs the field on the Public Health Emergency Bulletins No.
16: Privacy Dos and Don'ts for Online I,earning in Public K-12 Classes
and No.17: Update on the Data Privacy Best Practices in Online
I.earning for guidance and reference.

2.  These bulletins are issued to address the various data privacy
concerns in online learning and serve as a practical guide in
upholding the data privacy rights of our leamers and teachers during
the conduct of effective online learning.

3.  Further, schools are directed to improve existing student code of
conduct, handbooks, or similar internal policies and rules to
adequately regulate student behaviors during online classes.

4.  Moreover, the National Privacy Commission (NPC) Bulletins can be
access through the following link : }±z]§z]§aprivacv.gov.ph.

5.  This Office shall adhere to the Equal Opportunity Principle (BOP) in
observing all policies and guidelines. Hence, all actions shall be based
solely on guidelines set with no discrimination on the account of age,
gender identity, sexual orientation, civil status, disability, religion,
ethnicity, or political affiliation.
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6.  Immediate and wide dissemination of this Memorandum is enjoined.

Encls:

Assistant Schools Division Superintendent
OIC, Office of the Schools Division Superintendent

`1---,-,I    i,/

As stated

Reference:
Memo OU-LAPP Q-231, s.2021

To be indicated in the Perpetual Index
under the following subject:

SGOD / SHS /jee                  POLICY
DATA PRIVACY
ONLINE CLASSES
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MEMORANDUM
OU-LAPP No. Q±3±, s.2021

F`OR

FROM

SUB.ECT

DATE

Undersecretaries
Assistant Secretaries
Bureau and Service Directors
RegionaLI Directors
Schools Division Superintendent
Heads of Public and Private

Elementary and Secondary Schools
Others Concerned

DepEd Data Protection Officer

NATIONAL PRIVACY COMMISSION
PUBLIC HEALTH EMERGENCY BULLETIN NOS.  16 and  17

16 March 2021

Enclosed for guidance and ready reference are Public Health Emergency Bulletins

T.o. ±6_.. =:tu.acg Dos ?nd Don'ts for online Leaning irt public ir:12 6l:::====-i-t\-a
¥.°^=±+7L..^U^F_1=_:=:=theDa_taprfuqegFTivacgBestiracticestnonlin=-==wi:=gfrom the National Privacy Commission (NPC) dated 5 October 2020 and 16 February
4n^|    -___-_  _  _1.       ,        -12021  respectively.  These NPC Bulletins may also be accessed through the
.1link, -. following

These Bulletins are being issued with the end in view of addressing the various data
privacy concerns in online leaLrnjng.  It is hoped that these Bulletins may serve as a
practical  guide  iri  upholding  the  data  privacy  rights  of our  learners  a.nd  teachers
during the conduct of effective online leaming.

Immediate and wide dissemination of this memorandum is desired.

En.cl: As stated

L'ndersecre[ar}' Tonisj[o M.C`. Umali, Esq.
Legislati`'c Affairs, Eltermal Pal.tnersliips, and  Project  Management Service

_,  __1'

R-104RizalBuilding.DcpEdComplcx,McralctiAvcnuc,PasigGty
TelephoneN"(02)8633~7224;FaxNo:(02)8633-1940;Email:tenisito.`lmali@,dcpcd.go\J,ph



NPC PHE Bu]]etin r`To. I 6
Privac}. Dos and Don'ts I.or Online Learning in Public K-12 Classes
October I, 2020:  11 :08 AM GMT+0800 I  Last Edit: October 5. 2020

As public K-12 classes nationwide arc set to opci]  in October, students. parents. guardians,
tcachcl.s and schools would do well  to hccd guidc}ines on onliiie leaning tliat list dos and don'ts
aimed at safeguarding sensitive personal  information of pupils.

Issued by the Data Privacy C{]uncil for the educati()n sector and the Nati()hal Privacy
C-ommission (NPC)` the guldelines cover areas, such as online decorum.  learning management
systems. online productivity platforms. social media, storage of personal data. \\'cbcams and
rccoi.ding videos of discussions, and proctoring.

Listed arc the dos and don'ts for online leaming in K-I 2 classes:

For stiidents
D0s

•      Creating strong passwoi.ds vv'hen signing up on e-Icamlng platforms. Passw'ords should bc

at least  I 2 characters containing upper-and Iower-case letters, numbers, and. if possible.
symbols.
slaying alell during online cia.sses, es|)ecially when sharing videos, photos` alld file`S.
Using customized t}ackgrounds to avoid accidental  disclosure of personal jnfoirmation.
Instalhiig and regularly updating an anti-viriis progr.am.
Muting the microphone and turning off the camel.a b}' default, especially wlicn riot
speaking or reciting.
Tuning off the microphone and camera when leaving one's station foL say, bathroom
breaks.

DON,Ts

o      Comlecting phones, Iaptops, and other gadgets to fi.ec oi. public wi~Fi nctworks. (Tn

unavoidable circumstances. ensure that the public network has a password and is not
acc¢ssib]c to cvcryonc.)

•      Sharing submi`ssions for an unlimited time. (When the colltent no longel. needs to be
shared, delete  it..)
Sendiiig assigrments, projects and othei. requirement`s t() teachers via social media.
Taking sci.ecnshots of the video feed of tcaL`hcrs and classmates.
Spamming the chat.
Giving our on]ilie  links and tlie;r passwords to people who should not be ill  tile class.



For pai'ents or legal guardians
DOs

•      Helping the child oi. ward check and customize privflcy settings of[he device ol.
application for online leaming.

a      Teaching them basic online sccul.i[y (c.g. enabling tw.o-factor authcnticatioi] and a`.oiding

sharing 11omcu'ol.k, passwords, and othct. pet.sonal  infomiation cvcn witli  friends).
a      Taking a momenHo perilse the school.s privacy policy.
•      Ensuriiig that your conLsent is obtained for the I.ecol-ding ofclasses,  Consider bei]ig

present during these sessions, especially if the student is a minor.

DON,Ts

•      Leaving the cllild, especially mjnors"nsupcil;iscd during tlic conduct ofonlinc lcaming.

For teacher`s
Teachers must always con.sider the prj\'acy, equity` & peculiarity among student.s when
conduc'[ing online classes:

a     Privac),
Students might l`eel uncomfortable displaying their living space Lo their peers.  Family
mcmbci.s might not waiit thcir image oi. video to bc captured.
Students might also take a screenshot of their classmatc's video feed, which is prone to
cyberbul]yilig and privacy issues.

•     Equity.
Not all students have reliable internet access.  Some might hdve low bai]dw-id[h. L`ann("
al.f`ord Lo stream videos, or have limited access lo digital devices.

®      Pecu]iarit},

Some students might feel shy oi. anxious on camera, affcctilig thcii. performance in class.

D0s

•      MakingwebcalT"se optional in online classes.
a      Recording onliiie classes as  long a`s it has legitimate uses (e.g. revieu. the lecture

presentations and viewing by smdeiits who are ullable to attend).
a      C`onslderiilg the principlcs of lcgitimatc interest and proportionality during online

proctoi-ing, in which a student's test duration  is moliitorcd using a w.cbcam, mlcropholle,
oi. <icccs§ing the student's scrccn. Weigh the intcrcsts of` the students against those of t!le
educational  inLsti.tutions to determine the appropriate balance.

•      Obtainillg the explicit consent of the sfudelit (or parent/legal gual.dian for minors) before
the conduct of online proctoring.

•      Letting students dccidc whcthcr they would tul.Il on the cameras ofthcir dcvjces. They

should be pcrmitted to use virtual backgrounds and fun filtcl.s.
•      Asking questions regularly to assess studcnts'  understanding. AIlow them to respond

through audio or the videoconfei.encing app's chat and featui.es, such  as poH`q and
noliverbal  action.s (e.g. thumbs up), instead of requiring them to ttrm on their camel.a`q



DON,Ts

•      Postilig annolmcement` that Involve personal data, such a`i grades and rcsult`s of
assignments.  For example, exam results should be given on an  individuiil  basis and not
released en masse.
Allowing students to submit projects and assignments via social media platfoirms.
Storing personal  data collected as part of the class in a personal account oi. dcvicc.
ColTelating student's u?e and ey.e contact with pal.[icjpation` gi.ading and attendance (e.g.

giving Students plus points if their caiiieras are on).
•      Removing students from the class oi. forL`ing them [o turn their czirnera`` on.

For schi>ols
D0s

•     Adopting a particular lcaming managcmcnt system (LMS) ol. online productivity

platforms (OPP) where all  activities pcliaining to online leaming should bc conducted.
•     Ensuring that the LMS  oi. Opp has adcquatc data protcction f`ca{urcs.
•     Informing sfudenls before collection about the personal data to be pi.ocessed and the

I.casons using timely, age-appropl-iatc, clear and concise language.
a     Exel.cising caution when int¢gi.ating apps, supporting tools and ot.hci. seivjces with an

LMS or OPP, as these othel. services may come w].th vulncrabilities.
•     Being faniiliar and up to date with all privacy-related trends.  This win  be of help in

crafting data policies that meet the level of protection `students need.
•     Referring to NPC resources to ensure proi)er protectioii of students' per.sonal data.
a     Formiiig a data t>reac`h respoiise team respoiisjble for i.I-eating and implementing an

incident-response proccdu-c.
•     Establishing policies and implcmenting them  effectively to prcvcnt or minimize bi.caches

atld to ell§ure timely discovery of a security breach.
•     Conducting aiid in\f.cstilig in secuiity audits ancl tests. such as plivacy-impact asscsslllellt

source-code audit. vulncrabiljty assessment and pencti.ation testing.
®      Sti.cngthcning systems against prominent web attacks.

A well~structured system,  including both the front-end and back-end. ensiires tlie

protection of data against common web attacks.
a   The `ulnerabilities foui]d in the ct)iiduct t)f audits and tests must be fixed fi[.st bef{)re

the system js used further.
o   It is impoitant to secure the communication bctwecn a usci..s browser and the school

wcbsite site to add another layci. of protection  to the system.
•     Updating systems and their components.

o    Tbe secui.ity and privacy vulnerabilities yesterday may not be the same today.
o     Make a c{in`sofous effoil to c{intinut]usly implovc {n-update systems and Implement

best practices in con figuring or hardeiiing them (e.g., dalabase encryption al rest,
cricryption in translt, network access contl.ols. data access controls and auclit logs).

a     Install a web application fii.ewall  to deter disti.ibutcd denial of scrvicc attacks.
•     Backingupdata.

When conducting regular ]naintenance like a system update, iipgi.ade or
configuration, rlm a full backup of the school website.
A full backup must follow the system documentation cons].stent]y and obta.ii` a



clearance from an accountable officer in the school, such as the Data Pi-otection
Officer'
Online backups are also a con\.enient way to ensui.e an accessible copy of tile \l'ebsite
when the need arises. The `.3-2-I " strategy can be used:

o     3  total copies ()fthedata
a     2 copies are local but on dit`f.ci.cnt mediums
o      I  cop}. is offsitc, which may bc geographically scpai.atcd or in an {)nline cloud

coli]puting p]atformi
•     Migra[iiigto thecloud is an option.

Use of cloud computing `services reduces capital expen`ses like housing and
maintainii]g the `sehool's data Centers with servers, storages and other ICT active
c()mponents.
In adc[ition, the cloud eliminates the tedious task of upholding the security of the
school infrastructui.e. The cloud sel.vice pl.ovider does that for the school.
Howevel., keep in mind that proper securl-ty aiid routine maintenance of tlie web
application that runs in the cloud is the school :`s full responsibilit}J.

Dor`T.Ts

a      Kccping personal  data longer thaii theii. intcndcd purpose. (Set I.ctention periods and
employ niechanisms foi-frequent purging of messages ol. intei.actions between teac'hers.
.students and parems. )
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Updateonth€DataPrivaeyBcstPracticesinOnlineLearning
TT-I...______      1  /     AAAl    I    ][    -----    _,_   _I_Febl.u al|'  16, 2021 I 4;13 PM GMT+0800 Last Edit: Februar\' 16' 2021

AL` schools remain constl.aimed to coilduct bleiided  leaning in lieu of t`ace-to-fac`e classes due [o
therisksoftheCOVID-19pandcmictvariousinquilieswcrcrcccivcdfromstakc}ioldcrsonthc
conduc.t of synchi.onous online classes aiid other related matters.

The National Privacy Commission,  I.n its continuing effoi.ts to provide responsive advice and

guidan:e,undersc{]restlieneedtobalanceeffecti`'eteachiiigandleai.ning()nlinew-hileuph()ldilig
data pri\.lacy rights.

TheCommissionrect)gnizestheeffortst)ftheonlinethlended/synL`hron(iu,s]earningmechanism`s
with the aim of simulating what is supposed to bc happening in an actual phy`sieal classroom pre-

pandcmic, to somehow call  to mind a scnsc of`nol.malcy for education.  However, we must bc
I.eminded that there js considerable difference in context as leamei.s are at home and that this
structui.e cannot fully compare to whflt happens in an actual p]iy`sie`al classi.oom.

With this, the Commission had dialogues with regulators such as the I)epartment of Education
and Departliicnt of the Interior and Local Govcmment, to gather inputs on tlic actual experiences
of lcamcl.s, educators, schools. and parents since the school year stallcd. to help assess and
adequately address tlie concerns 1.aised in order tkat learniiig can be bettel. facilitated.

Taking into account that the conduct of synchlonous online classes is considered the best
substitute for face-to-face classes based oll existillg rcscarch and studies on the matter, below arc
the some of the rccommcndcd practiccs which may be implcmcnted:

I.    Schools should crcatc policies or guidelines on the use of cameras for the conduct of
online classes and examinations, as may bc rcasonablc and necessary to supell'ise and
monitor learners and help educators in teaching.  Opening of cailiera.s during synchronous
leaming is not prohibited.

Policies or guiclelincs should also bc considered on the f`ollowing:

a)    Encourage tl]e use of`viiTual backgrounds wheile\`.er po`sslble to avoid dl`Spla}Jing

private living spaces.
b)   Consider equality and fairlless in `situations if learners expel.ience technical

dif.ficulties, limited lntemet coJinection, device malfunctions, glitches on the
onlinc platfoiins and other analogous cH-cumstancc5, and determine the altcmati\,'c
ways to monitor online classes and exaininatiolis  ill thcsc Situatiolls.

2.    Schools should likewise impro`J-e existing smdent code`q of conduct, handbooks` oi.
similar internal policies or r`iles to adequately regulate student behavior during online
classes.  Schools must remind learners  that the screen capturing, SIlarillg` posting  in Soc`ial
media. or any othci. similar kind ol`proccssing of chats,  images,  videos, and sounds



involvingthcirclassmatcsandtcachersduringonlineclasscsmaybesubjecttodata

privacy and other related t'egu]ations.

3.    Schools should strictly enforce their social media polic}.'.  Educators and other sc.hool

personnel  who may have collected pei.sonal data ill  their official capacity and/'or during
an {)ffici!il school aclivity must bc rcmindcd that lllc salnc callnol bc used t`ol. pcrsollal

purposes,  i.c., posting in their personal social  media accounts.

4.    Online classes may be recorded for purpose`¢ of viewing by learners wlio may have
missed a particular class, subject to existing school policies on attendance.  The same
recordingmaylikcwiscbcuscdbytheschoolandeducatorsfortralningpulposcs.Itis
bcstthatleamcl.sand/`orparentsandguardian§ai.cinformcdbcforehandof`thisproccssing
activitv.

5.    Submissions of assignm.ents and other school  I.cqul.rcmcnts may bc done thJ.ough
a?'ajlablc online mcssaging applications on a case-to-case basis, considering the
circumstances ot` the learnel. and/or educatol.. But this sliould be done in a ITianner whet.e
the submissions al.e `sent directly to the appropriate teflcher or school personnel and not to
be made pub]jcly available.

6.    Educators and sCIlool Pe]-sonnel  al.c reniiildcd that communications involv.ing pcrsoiial
data such as exam grades, results of assignments. repoil cai.ds` I.eminders on unpaid
school fees. ctc. should bc sent dii.ectly to the concemcd rccipicnt/s only and should
never bc posted in a manner that can be acccssed or seen publicly

7.    AH ptilicies, guidelines, {n. c{)des, where the same w{)uld involve the processing of

personal data, should always adhere to the general data prl.vacy pi.inciples of
tralisparcncy,  legitimate purpose. and propoltionality'. The best intei.ests of the learner
shall bc of paramount considel.ation.

8.    The above recommel]daLions should be read together with the requl.remen[s ot`exis[ing
child prc)tcction  policies and anti-bullying policies.  as nccessaly and appropliatc.

***


